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CUSTOMIZED DATA ENCRYPTION 
ALGORITHM 
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Abstract— Data security is one of the most difficult aspects in the web and network applications. Internet and networks applications are mounting 
very fast, which is increasing the importance and the worth of the exchanged data over the internet or other types of media. 
We constantly endeavor to get enhanced algorithms which can work to secure the data wholly. A variety of good algorithms is available and has been 
used in the cryptography. Mainly stream and block ciphers are accessible and International Data Encryption Algorithm (IDEA) is one of them, which 
was regarded debatably as one of the best for the purpose of encryption. The attacks like brute force and the combination of weak sub-keys reduce its 
security. 
This paper describes an extension of IDEA algorithm which is immune to the attacks. In this, the number of rounds which are fixed i.e. 8 in the stand-
ard algorithm can be varied. That means the user can choose the level of complexity by entering the number of rounds either 4 or 8. 

Index Terms—Customized Data Encryption Algorithm (CDEA), Data Encryption Algorithm (DES), Decryption, Encryption, Fiestal Network, 
International Data Encryption Algorithm (IDEA),.   

——————————      —————————— 

1 INTRODUCTION                                                               
IDEA is an iterated block cipher algorithm based on the Fies    
tel network. It was designed by Xuejia Lai and James Massey 
in 1991. Feistel network or Fiestel cipher is a symmetric struc-
ture used in the construction of block ciphers. It was named 
after the German cryptographer Horst Feistel. A Feistel net-
work is an iterated cipher with an internal function called a 
round function. Iterated block ciphers are constructed by re-
peatedly applying the round function. The number of rounds 
varies from algorithm to algorithm. The general setup of each 
round is almost the same. A key schedule is an algorithm that, 
given the key, calculates the subkeys for these rounds. A large 
number of block ciphers use the scheme, including the Data 
Encryption Standard (DES), IDEA etc [12]. The advantage of 
Fiestel Cipher is that the operations of encryption and decryp-
tion are very similar or even identical. This reduces the size of 
the code almost by half. The only change required is a reversal 
of the key schedule and inversion of their values. Hence, the 
Feistel network model scores over substitution and transposi-
tion models as the round function need not be invertible. A 
block cipher encryption algorithm (E) takes plaintext M of a 
particular length and key K as an input, and outputs a corre-
sponding cipher text of the same length. The decryption algo-
rithm (E

−1
) takes the cipher text as an input together with the 

key, and yields the original block of plaintext of the same 
length [5]. Two main properties are required. First, a signature 
generated from a fixed message and fixed private key should 
verify the authenticity of that message by using the corre-
sponding public key. Secondly, it should be computationally 
infeasible to generate a valid signature for a party without 
knowing that party's private key. 

2 DESCRIPTION OF THE ALGORITHM 
IDEA is a symmetric cryptographic algorithm. It is a block 
oriented cipher technique i.e the plaintext is first divided into 
blocks and then processed to convert into an unreadable form 
i.e the cipher text. It works on 64-bit plain text blocks with the 
combination of 128-bit key. This combination makes it re-
sistant to brute force attacks [1]. IDEA is based on basic func-
tion which is repeated 8 times makes it which complex. It is 
reversible that means the same steps are implemented for en-
cryption as well as decryption. 

The 64-bit block of plain text is fragmented into 4 sub-
blocks/portions, each of 16-bits and then these blocks are giv-
en as input to the first iteration [6]. The output of the first 
round is given as input to the next iteration and so on. After 
the last round i.e. 8th round, its output is given to the final 
transformation process which produces an output of 64-bit 
cipher text block. The IDEA completely depends on the three 
simple operations [4-6]: 

1. Bitwise XOR 
2. Addition Modulo (216) 
3. Multiplication Modulo (216+1) 

 
And, the operations performed in the OUTPUT TRANSFOR-
MATION phase are –  
       1) Multiplication module 216 +1.  
       2) Addition modulo 216. 
These sub-keys are used in the fourteen steps which are re-
peated 8 times in the form of 8-rounds. Below are the fourteen 
steps which make a complete round:- 
1.   Multiply P1 and the first sub-key K1.  
2.   Add P2 and the second sub-key K2.  
3.   Add P3 and the third sub-key K3.  
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4.   Multiply P4 and the fourth sub-key K4.  
5.   Bitwise XOR the results of steps 1 and 3.  
6.   Bitwise XOR the results of steps 2 and 4.  
7.   Multiply the result of step 5 and the fifth sub-key K5.  
8.   Add the results of steps 6 and 7.  
9.   Multiply the result of step 8 and the sixth sub-key K6.  
10. Add the results of steps 7 and 9.  
11. Bitwise XOR the results of steps 1 and 9.  
12. Bitwise XOR the results of steps 3 and 9.  
13. Bitwise XOR the results of steps 2 and 10.  
14. Bitwise XOR the results of steps 4 and 10. 

Below are the steps which are performed in Output Transfor-
mation:- 
1. Multiply X1 and the first sub-key. 
2. Add X2 and the second sub-key. 
3. Add X3 and the third sub-key. 
4. Multiply X4 and the fourth sub-key 

2.1 WORKING OF CUSTOMIZED DATA ENCRYPTION 
ALGORITHM 

The complete working of the algorithm can be easily un-
derstood with the help of block diagrams drawn below: 

 

 

 

  

Fig 1. Block Diagram of CDEA 

In CDEA, the key and number of rounds are kept secret 
and the plain text is sent in the encrypted form i.e. the cipher 
text. Earlier the attacker had to work for finding the key only 
but now he has two unknown values increases the security 
and at the same time makes it dynamic. 

3  PERFORMANCES & SECURITY ANALYSIS 
The security, performance and the complexity of CDEA is ex-
plained using an example: 

3.1   Example of CDE Algorithm 

The plain text –“hello” world this is new in computer Science 

The  cipher text  generated  by CDEA: 
?>?8½&???>-?{ÙÆ$?SKa-Þ?v?hWÑdm?V?Þ¦u¸1\V?Þ¦u¸1\l
AF×.¦?å 

Encrypted file will be send to other end via network.     

  

Fig 2. Block diagram of proposed scheme 

Table 1    
Key matrix for encryption 

E11             

                                           
E12 E13 E14   E15 E16 

E21             

                                           
E22 E23 E24 E25 E26 

E31             

                                           
E32 E33   E34 E35 E36 

E41             

                                          
E42 E43 E44 E45    E46 

E51             

                                             
E52 E53 E54 E55 E56 

E61             

                                         
E62   E63 E64 E65   E66 

E71             

                                            
E72 E73 E74 E75 E76 

E81             

                                           
E82   E83 E84 E85 E86 

E91             

                 
E92 E93 E94           

 

Table 2  
Key matrix for Decryption 

E91 E92 E93 E94 E85 E86 

E81 E82 E83 E84 E75 E76 

E71 E72 E73 E74 E65 E66 

E61 E62 E63 E64 E55 E56 

E51 E52 E53 E54 E45 E46 

E41 E42 E43 E44 E35 E36 

E31 E32 E33 E34 E25 E26 

E21 E22 E23 E24 E15 E16 

E11 E12 E13 E14   

(Note: Radix or base show round number and power show key number) 

 
On the other end decryption algorithm first decrypt the cipher 

CIPHER 
TEXT 

IDEA ALGO-
RITHM 
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Rounds 
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DEA 
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text and the text generated from the cipher text received which 
is desired to be the original text.  In decryption, the algorithm 
will remain same, only the key matrix will be changed.  
Cipher Text: 
“?>?8½&???>-?{ÙÆ$?SKa-Þ?v?hWÑdm?V?Þ¦u¸1\V?Þ¦u¸1\
lAF×.¦?å” 
After decryption form, the original message:- 

“hello world this is new in computer Science”  

The same algorithm can be applied for number of rounds as 4.  

It can processed by applying 16 bits long block of original text 
which is equivalent to 2 characters and 32 bits long key (4 
character).[5] 

3.2 Comparison between the execution time  

1) IDEA 

2) CDEA 

 

Fig.3 Graph representing execution time 

Table 3 Comparison between Execution time of IDEA & 
CDEA 

 

No. of 

Rounds 

Total time for the process (in milli-

seconds ) 

IDEA 

 (in millisec) 

Customized IDEA 

(in millisec) 

4  3.5 

8 7.3 7.4 

16  13.9 

 

4. CONCLUSION AND FUTURE SCOPE 
In private key cryptography, single key is used for encryption 
as well as decryption. No other key can decrypt the message. 
IDEA is a symmetric; block-oriented algorithm .The security of 
IDEA is based on its key generation process and the intelligent 
combination of mathematical operations in the fourteen steps.  

This new method/ algorithm can serve in the following ways: 

1) CDEA can reduce as well as decrease the execution time 
of the process because the user has the authority to choose 
the number of rounds, depending on the utility of the data 
to be transferred.  

2) The attacker has to lay his hands not only for the keys but 
also for the number of rounds which increases the com-
plexity and hence make it more secure.  

Future Scope 

• Finding more efficient cryptanalysis technique for security. 
• Finding technique to add more rounds in CDEA. 
• Finding technique to decrease the execution time without 

decreasing the number of rounds. 
• Finding different combination of sub-keys. 
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